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ThePTToQ.andscape

The landscape for Push to Talk over CelliaiToChas seen numerous changes over the past five
years. With the exit of iDEthe first flavor of PTT over Cellular from Nextedm the US market,
wireless carriers anshdependentPTDCservice operators have raced to captuhe 20 millionformer
NextelsubscribersBut while these PTToC providers are trying to gain market sterd. TE standard
body known as the 3GPP recently issued a standard for iviefersto as Mssion Critical PTT over LTE
(MCCPT)TUnfortunately, the name appliedo this standard is essentialgn oxymoron since in order for
any form of PTT to be considered Mission Critical overth@ ETE network itself must also be mission
criticdd® ¢ 2RI @ Qa O2 YM®mitkdd Sa i ys&dcdaoNde dew FirstNet LTE nedvk

will not initiallybe built to meet MissiorCriticalStandardsWhile Mission Critical HTover LTE is not yet
a realityand, in fact, the standard has not yet brimplemented by any LTE network, there are still
many vendors pursuing the PTToC magkad many of them are promising their existing offerings will
be modified or upgraded to comply with the MCCPTT standard over time. Meanivtleéi Q& &G1 1S | ¢
i 2 Rslflévéls of PTT over Cellular. For ease of discussion walividedthe PTToC offangs into

three distinct groups:

Carrierintegrated PTTo®fferings from Verizon WirelesAT&T, and Sprirdre available in the United

States.The benefit of the CarridntegratedPTToC option ight integration between the wireless

network andPTToGystem They claim faster calkbtup times and better performance during periods of

high network congestion. Over the Top PTT systemsal integrate in the same wand are wholly

independent fromthe wire Sa & OF NNA S NE&ion Angd ATSFsa aitétchizblanylzbi@red to
asOMAPOC{ LINA y (1 Qa 2 F T S NX y 3 caled Qcbdthat &asoriginally beveloped Byy 2 f 2 3 &
Qualcomm. Qchaand OMAPOC are not compatible with one another, so thagrwot interoperate in

any way.Though he OMAPOGsygsems deployed by both AT&T and Verizon are from the same vendor

the two carriershave not demonstrate@ willingness to provide crosgetwork PTToG major

advantage for Over the Tagchitecturesbelow.

Over the Top(OTT) refers tormarchitecture whee the PTT system is fully independent ddth O NNA S NI a
wireless networksA properly designed OTT system can communicate over traditional wireless carrier

networks (Verizon, AT&T;Mobile, Sprint, etc.) Wi networks (public or private), standard wired
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networks (for PC clientsand private LTE networks, includingsBNet and Deployable system@ith
Basic Over the Top systems, tharger is simply the data transportation provider and is agnostic to the

PTT system or network.

AdvancedOver the TogfAOTTEombines the flexibility of OTalusenhanced Quality of Service (QoS)

provided by the wireless carriers. In the United States, both Verizon Wireless and AT&T Wireless have
deployedQoS offerings for their business and government custor(iteesnetworks refer to this as

priority accessyt SNA T 2y Qa t NAGIF GS bSig2N] ¢NIFFAO al yl3aASYSy
Management (DTM) solutions allow PTT solution vendors to create advanced offerings that address one

of the key issues associatedtlivmoving basic OTT toward missiattical or public safetygrade.This

paper will highlight theAdvancedOTT architecture and features associated with one of the leading OTT
solutions, Enterprise Secure Chat (ESChat).

Inits pursuit to develop a Mission Cdtl PTToC solution for FirstNtte ThirdGenerationPartnership

Program 8GPPdeveloped a specificatioreferred toasMCPTTas noted abovet KS oDt t Q& a/t ¢ ¢
specificationis based on th©MAPOC standard that is also used by Verizon and AT& TONIBRPOC

architectureis recognized as inefficient comparedmore nimble OTT offeringsecause it becomes

part of the network andits design requires significant infrastructure elemetuse installed on the

network. Expectationsare that theFirstNet LTEsystemwill be sufficientto overcomethe inefficiencies

in the OMAPOQesign. After all is said and daridCPTT has been defined as the preferred

architecture forPTToC ofirstNet.However part of the premise of FirstNet is that public safety users

will also be able to roam onto at least one other commercial network. If PTToC is not compatible

between FirstNet and roaming on another LTE network it will hinder the useability of PTT over LTE.

The chart below is eomparisorof the various types of PTToE€tdiled above. You wihoticethat

MCPTT is lacking in a number of functidhat are and have been offered by other PTToC vendors for a
long time. The chart shows clearly that the curref€PTT standard is still netweblased and therefore

in order to povide crosmetwork PTToC the networks will have to be interconnegiduch is

something netwok operators are loathe to do. If thmarket for PTToC is to grdveyond its current

niche statusinterconnection across netwosks anabsoluterequirement.

If you look back atoice overcellular, text messaging, and MMS messaging and plot the growth curves

for all of them it becomes clear that the major user growth for each of these wireless communications
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capabilities occurred only when they became available across networks. People and companies do not
like to be tied to a technologihat limits their choice of network. In many casesganizations with
offices in different cies and states may make usedifferent wireless carries depending on the

coverage in a given area.

Feature Matrix for PTToC Architectures

Carrier Agnostic n n 0 0
Cross Carrier Communication n n 0 )
Quality ofService (QoS) ) n n n
Cross Carrier Quality of Service (QoS) o} n ) o}

Hosting Options

- Cloud or Carrier Data Center n n n n
- Private Data Center (including GRedundant) n n n n
- Customer Hosted / LMR Cocated n n 0 n
- Deployable Network n n ) n
- Deployable Off Network / AlBapped n n ) W
Broadcast/Multicast o} W o} W
Degraded Network Operation o} W ) W
Direct Mode Communication 6 W 6 W
n: Supported & : Not Supported W Anticipated Future

4 © Andrew Seybold, Inc. 2017



ANDREWSEYBOLD

Carrier IntegratedPTT

Verizon AT&T Sprint
Push to Talk Plus Enhanced Push to Talk Direct Connect
QoS Enabled Best Effort QoS Enabled Best Effort QoS Enabled
Air Interface Air Interface Air Interface Air Interface Air Interface
(@) © @ ©) © @
6 Qe WR e o o PR @ RA
Verizon WiFi AT&T WiFi .
Wireless Netv:olrks Wireless Netv«:olrks Sprint
Verizon Wireless AT&T Sprint
Push to Talk Server Push to Talk Server Push to Talk Server

In the United States, threef the fourmajor carriers are currently offering Carrier Integrated PTT
solutions(T-Mobile has shown no interestCarrier Integrated solutions have the advantage of tight
integration with the carrier network, anthclude key elements for reliable communicatincluding
enhanced QoS. Carrier offerings are limited in comparisonthvitfOver the Top model, as tharciers
only allow PTT operation on a limited set of the availant@rtphone and tablet deviceSomecarriers
do allow PTT operation over Wi but the ovetthe-air QoS advantage is not maintained on theRdi

networks.

Carrier Integrated PTT solutions are designed to create the best business offering for the carrier itself,
whereas Over the Top solutisrare more flexible, support a broader set of featyeasd are designed

with the endcustomer in mindSince each carrier would prefer PTT usersgperate on their own

wireless network, there is no business motivation for them to allow interoperabditiie other

networks.Theclearestcase of this is where Verizon Wireless and AT&T use the same PTT (usittpr
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the same PTT technologgnd yet users on Verizon Wireless and AT&T cannot communicate with each

other.

However, in 2016AT&T did attempt tgrovide a method for Verizon customers to communicate with
AT&T PTT userAT&T created an Over the Top Android Client that was available to a single model of
Verizon phone and downloadable througb Google Plagtorefront. PTT service was purchasedahgh
AT&T and did allow interopability between the carriers. dWwever, this hybrid approach could not offer
QoS on the Verizon networkhe offering was met with limited success and late in 2016 the Verizon

phone reached its endf-life and was removed &m the market.

The devices used for PTToC as mentioned above are limited in nudrieevendothat has gone alin
on devices for PTToC is Sonim Technologies. Sonim has embraced and implemented the key items

required in a PTToC device, specifically:

Adedicatedpushto-talk button

A geaker with sufficient volume fayperation inhigh noise environments
A geaker that faces the user

A hattery that will last a full day

Dedicated accessories (headsets, ear pieces, remote PTT buttons)

=A =/ =4 =4 -4 4

Ultra-rugged { 2 Y A Widssinciede athree-yearunconditional warranty)

Sonim is the only PTToC handset vendantludethese key items anelso supporCA NE G b SG Q& [ ¢ 9
14. All said PTDBCremainsa specialtyor nichemarketsoit is difficult to incent devicsuppliessto

include these requireitems.
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Basic Over the Top (OJT

ESChat ESChat ESChat ESChat ESChat ESChat
Best Effort Best Effort Best Effort Best Effort Best Effort Best Effort
ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface
9 R "R %R iR "R o % og
Verizon iFi
Wireless W?,Tj‘;s T-Mobile Sprint e FirstNet

<

Internet
and
Private Networks

. 2 p -

Lately in the battle over PTT technologies, proponents of Carrier Integrated PTT have been campaigning
asthoughOTTis not even worth consideringly perspective is quite the opposit@verthe Top PTT
implementations providgarticipatingbusinesses and agencies the most flexibility and featigre

experience Theyare network independent and work between networks so customers havehmore
flexibility in both network and device choices.R R A Yy 3 carrdiRaséd @asfferings (from Verizon
Wireless and AT&T) BasicOver the Top PT3ystemsCarrier Integrated PT$ystemsare lackluster in

comparisonBeloware some of the characteristics associated with Basic Over the Top PTT.

Carrig Independent

Over the TogOTTYefers to an architecturewhere the PTT systeis fully independent of th®  NNJA S NI &
wireless networksA properly designed OTT system can communicate over traditional wireless carrier
networks (Verizon, AT&T;Mobile, Spnt, etc.)Wi-Finetworks (public oprivate), standard wired

networks (for PC clientsand private LTE networks, including FirstNet and Deploysafsiems With

Basic Over the Top systems, tharmger is simply the data transportatiqerovider and isagnostic to the

PTT system or network.
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Cross Network Communication

Over the Top Push to Talk systems are not subject to restrictions imposeidetyss carriers on their

own PTT offeringsAs such, Over the TdpI Tuserscanspanacrossmany networksTherefore, a large
business can select the wireless carrier that provides the best coverage igieanhegion.Businesgs
benefit by gainingthe bestwirelesscoverage in each of their operating arebkser training and

customer supporprocesgsalso bendit asonly a singleset of training and support materials nesie
managed.Today T-Mobile does not offer PTToC services yet with OTT PTNIdbile customersnow

have the ability to make use of PTT serviéggaployees that move between regions (amideless

carriers) do not need to be rereated onto a second Carrier Integrated PTT solution, rather all users are

part of a consolidated PTT system.

Security
Over the Topsystems are able to provide eftd-end strong encryption between mobile devices
operating across multiple carrieri this case the OTT providerthemselvesareacting as thé? O | GNR S NJ

andarerequired to adhere to CALEA laasthey relate tdawful intercept(wiretap)orders.

ESChat Service Hosting
ESChat servigshosted from theAmazon AWS Standaathd GovCloudenvironments.Customers also

have the option to host their ESChat service in their giwate cloudor internal network servers.

ESChat customers on the AWS Standard Cloud take advantage of service availability frbom any o

I Y T 238vailability ZoneQwithin 16 geographic regioreround the worldandwith more coming

For redundancy, each Amazaggion is split into geographic Availability Zottest are 100% isolated

from one another to ensure continued operation in the event of any failline ESChat servers
maintainan activeactive disaster recovery architectuaeross the Availability Zones, so in the event of a

network failure, ESChat séces will continue without interruption to the customer.

AWS GovCloud (8) is an isolated AWS Region designed to allow U.S. government agencies and
customers to move sensitive workloads into the cloud by addressing their specific regulatory and
compliarce requirements. The AWS GovCloud region adheres to U.S. International Traffic in Arms
Regulations (ITAR) requirements. Workloads can contain all categories of Controlled Unclassified

Information (CUI) data and governmemtiented publicly available data the AWS GovCloud region.
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The AWS GovCloud region supports the management of regulated data by offering the following

features:

9 Restricting physical and logical administrative access to U.S. persons only

T tNEQGARAY3I CLt{ mnanmu @IfARFGSR SyRLRAYy(aA

ESChat ctismers that choose to host their own networks can elect to build advanced architectures to
support high availability operatiorend redundancyr low-cost norredundant servers where high

availability is not a priority

Private Server Hosting
Customers oftn have a desire or requirement to host the PTT servers in their own faEiligye are a

number of reasosfor this, including:
Enhanced Security: Assurance that no@wuthorized users cannot access the PTT network.

Off-Network Ops: Customers running priva or deployable wireless networks can operate a
private PTT system that is completely isolated from other users and fully air
gapped from the InternetSome organizations feel this method of operation
provides the best of both worlds, the ability émploy PTToC while at the same
time remaining totally isolated from the threat of disruption due to an Internet

breach of some kind.

Colocation with LMR:Businesses and agencies that operate their own LMR networks typically have
the available infrastructureatadd an OTT PTT systdbalocating the LMR and
OTT PTT server provides additional advantages when connecting the two
networks to create a hybrid LMR/LTE PTT sysfitam is especially helpful for
P25 andDigital Mobile RadioOMR ) digital systems interfaces.

ESChat network management is performed through a-bvafed administrative portal. ESChat
customers can augment network management by interfacing with other business systems through
ESChat web service APIs.
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Advanced Over thedp (OTT)

ESChat ESChat ESChat ESChat ESChat ESChat
QoS Enabled QoS Enabled Best Effort Best Effort Best Effort Best Effort
ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface
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QoS - Private Network =
— AT&T Internet
Traffic Management \\/J & So
QoS - Dynamic Private Networks
Traffic Management

QoS Enabled
MPLS Circuits

Quiality of Service

One feature that has traditionally been included with Carrier Based PTT offerings is enhanced Quality of
Service(QoSLy . FaA0 he¢¢ RSLI28YSyidaz ySie2N)] RIFEGE A& |1
9 T T 2 NITeewiklesd hetwdrk attempts to provide an equal experience to all mobile devices. Using
enhanced QoS profiles, carriers can offer improved data access to their own PTThisciesature was

required during the 2@nd 3G days, buh the world of 4G LTE QoS8erings are not required for most

users.However, here are situations where enhanced QoS is desired or even required.

Poor Network Coverag&or users operating in areas with limited LTE coverage, enhanced QoS can help
provide a better communicationxperience While QoS does not change the LTE
coverage footprint, PTT users operating in aregsoafr coverageexperience
somewhat better access tihe LTE networKThis is often enougto allow them
to communicatewhere they otherwisecould not QoS is especially helpful at

cell edges where typically signals are weakest and data rates are slowest.
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Saturated Networks: More and more we see organized eversisch as concerts, paradesd
sporting eventavhere smarphone users capture still or vidémages and post
or live stream to social networkScenarios where there is an increased number
of users in a region and those users are sending large amounts of data to the
LTE network are ripe for a diminished communication experience for both PTT
and rormal voice callsThe amount of capacity during these events is limited by
the number of cell sectorthat serve the venuand network access is
determined by requests made by devices to the network. In some cimes
number of devices vying for accessthe network can swamp the system in a

confined area.

In the cae of public safety or businessiticalcommunications, enhanced QoS becomes a key issue.
During natural disasters, LTE networks can also become saturated when wirelesscussahe LTE
network to communicate with family asbtaininformational updatesManytimes,the press covering
the disaster grabs a connectiémthe network and hangs onto it during the entire life of the event
During these occurrences, first responders cannot oelpesteffort QoS for reliable communications

soamore effective method of assuriragcesss needed

CarrierEnhanced Qo®r Business Critical and Public Safety Users

To overcome these situations, some wireless carriers bagenoffering an upgraded service package

to provide enhanced Qa® their customersin the United States, both Verizon Wireless and AT&T

Wireless have rolled owtnhanced QoService offeringst SNA T 2 y Q& t NA Maida§eménnNd ¥ FA O
(PTNM) and AT&D BynamicTraffic Management (DTM) each offer customers multiple tiers for

enhanced QoSEach arrier offers enhanced QoS for business users and also for paf#iy sisers.

There are two levels of QoS presently being offetedhefirst case,a device igonnected to the

networkQ data streamhas a higher level giriority across the network. In the second case, generally

reserved for the public safety communjthe QoS level is extended to access to the network. However,

as described abovéfacellsemrQa aA Iyl £ Ay 3 O KomAteSahat lBvel of QEShEE 2 1 RSR X
been assigned the network will not be aware of the connection requegtved not be able togauge

the QoS level of the device.
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The ResultOver the Top PTT with Enhanced QoS

Leveraging the QoS options from the carri@3,T service providers suchEESChaare able to provide
all thebenefitsof OTTplusQoS for customers whose mission requires priority on the LTE netivoisk.
hybrid approach offers the most flexible and bpstforming PTT experien@ndisthe only option

available to provide crossarrier PTT communications with QoS enabled on multiple networks
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Mission Critical Push to Talk (MCPTT)

ESChat ESChat ESChat ESChat ESChat MC-ESChat  Other MCPTT
QoS Enabled QoS Enabled Best Effort Best Effort Best Effort QoS Enabled
ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface ESChat Air Interface MCPTT Common Air Interface
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QoS Enabled
MPLS Circuits

B FirstNet

MCPTT Controlling Server

To fulfill the need of public safety usgrnningto transition PTT voice communications from LMR to

LTE over FirstNet, ttBGPRestablished standards for Mission Critical Push to Talk ovefMTETT).

The objective of the MCPTiasdards is to ensure that the missioritical features included in LMR

networks are also included in negeneration PTT over LTE systehi@wever, a standard for MCPTT

will not truly provide Mission Critical or Public Safety Grade PTT service over LTE unless the LTE network

it is running on habeenbuilt or upgraded to meethe Public Safety Grade standards developed by the

National Public &ety Telecommunication€ouncil (NPJ). It not cleaat this this pointwhether
CANBRGDSGQAa ySig2N] oAttt AyAGAFrfte YSSG GKIG RSTAY

The main challengis that LMR networks are purposefully designed to provide one thiiggntning fast

and reliable narrowband PTT voice communicatidE networks were designed to provide general

purpose broadbandonnectivity for multimediacommunicationRefactoring tie LTE network so

alt¢e O2YYdzyAOI GA2Y A& &AAYAfLFINI G2 (2RI&Q& [aw SELJ
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In order to create a Missionriical Push to Talk over LTE solution, a number of areas need to be
addressedThe MCPTT effort isohsimply asoftware soluton, but will require new technologies,

chipsets, handset devicesnd accessories as welhis transition is also complicated by the need to
provide a graceful transition from LMR and will require seamless interoperability between the LMR and
LTE network. Industry groups are providing inputs to 3GPP to ensure that their needs are included
when specifications to address these interoperability issues are standardiized importantly, off-

network, or what iNBE F SNNB R (2 |-aroundGisiayabdbl&drenuirint Yoité dulilic

safety community.tlis not clear that MCPTusingthe ProSe standard for offetwork communications

will be able to provide the same levelaf-network service as LMR systems today.

Thebigticket items required tdill i KS 3+ LI 0 S (adv&nbed LMROid@Work<rad next
generation MCPTT are:

Quality of Service (Qo0S): The ability to provide differentiated services to ensure that MCPTT
users have sufficient bandwidth for reliable anagadjty

communication.

Multicast Gpabilities: The ability for multiple MCPTT users to share the same LTE channel.
This feature provides thgreatestimprovement in system efficiency
and will be required as FirstNet begins adding a substantial number

of subscribers.

Degraded Network Operations Degracd operations will allow a cell site that has been afiitfrom
the rest of the network to provide localized communication to users
within its coverage aredhis type of graceful degradation is
currently one @ the most important features found within LMR

networks.

Direct Communication Mode With a complete loss of LTE network connectivatythe need to
communicatebetweenpersonnel at the scene of an incident
without burdening the LTE network|CPTT usemsiust be able to
communicate in a direct devige-device modgsimplexor talk-

around).
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Other priority objectivesaddressed by MCPTiclude ensuring no single vendor has proprietary claim to
technologyelementsor shall be due royalties for usd technobgy. Further, no compliant veor is
lockedout from operating on the MCPTT network ahd required thatdifferent vendors can
interoperate with each othel3GPP identified a common air interface in a manner similéned25 and
DMR radio networkswvhere radios from vendo# !cd&h communicate with a radio infrastructure from
vendorW . TQ support mutuahid senarios, 3GPP included a serteserver interface (MCP13) that

enablesusers from other PTT networks to operate with users from the M@eiWork.

In order to meet the needs of the existing ESChat first responder customer base, ESChat is updating its
product line to be fully 3GPP MCPTT compatibte new offering, named MESChatwill maintain its
primary and fulfeatured operation on tb QoSenabled commercial carrier networkdowever MG

ESChat users will also be able to roam onto a FirstNet system and dcllgsampliantMCPTT client

with the addition of all the verticakfitures not included in MCPTivéllocationtracking, mesaging,

etc.). This is the type of upgrade its PTToC servideSChalhas been providings customers tiough

the systemenhancementdt has already rolled out and thisew effort will serve to futureproof ES@at

for both existing and new customers.
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LMR Integration

LMR to LTE interoperation faiCPT Thetworks

The transition from LMR to L¥&ased PTT technologies is anticipated to take many ykasstherefore
critical thatduring the transitiorthe two systems interoperate to ensure LMRJaLTE users can
communcate with oneanother.Land Mobile Radio systems will ohlgginto be replaced when the
public safety community comes to trust PTToC wgtlown lives This may seem like an overstatement
but it is not since PTT communications can be the only form of communications available to notify

others of anofficerin trouble, shots fired, or other incidemtat puts life in peril.

LMR to LTE interoperation fadon-MCPTT networks
The integration oL TEand LMRopens a wide range of options for useame reasons to integrate LMR

and LTE PTT systems include

1 Adding capacity to an LMR network without adding LMR infrastructure

1 Extending the coverage area of an LN#Rwork beyond its typical local coverage area
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